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Abstract—The rapid and worldwide diffusion of applications
for smartphones (apps hereafter) has produced a complex ecosys-
tem composed by users, apps, developers and vendors with
sometimes contrasting and sometimes matching interests. In the
literature, this ecosystem has been investigated from multiple per-
spectives with different kinds of empirical approaches, however
some crucial dimensions are still unexplored.

In this paper we adopt the perspective of Requirements Engi-
neering. We are interested in collecting empirical observations on
users’ perception of the risks associated to apps when they decide
about which app to select and install on their smartphone. Which
apps’ requirements do users consider? How do they evaluate
them with respect to benefits, security and privacy risks?

How users decide about this is still unclear. We think that rele-
vant variables and underlying dynamics must be identified before
we can successfully conduct large-scale controlled experiments,
as it is already done in other fields of software engineering.

This paper presents the design of an observational study pro-
posed to explore how users assess features and costs/risks when
installing apps. The experimental design is then validated and
adopted in a feasibility study with a limited set of participants.
Preliminary findings are summarised in a set of observations
and then discussed in terms of their potential impacts on the
app ecosystem.

I. INTRODUCTION

Along with the rapid, worldwide adoption of smartphones,
we have observed a tremendous growth in the number and
diversity of applications (apps from now on) available on
marketplaces such as Android Play, the Apple App Store and
the Amazon App Store. Smartphone users select and install
apps, based on their own needs and interests, with just a few
clicks.

The new emergent ecosystem, defined by app developers,
vendors, and users, has attracted the attention of researchers
that investigate this phenomenon from different perspectives,
often with empirical approaches. In earlier studies, a business
perspective was taken to investigate the relationships of social,
cultural and psychological aspects with the adoption of mobile
technology and services. For instance, some works ([16],
[5]) conducted extended surveys on hundreds of users, in
particular exploiting non-intrusive data logging [16]. More
recent studies adopted the perspective of how to engineer
app delivery platforms and apps. For instance, [10] and [7]
studied the security and privacy of apps and their relationship
with application permission models. Also in this case survey
approaches have been used.

Taking a Requirements Engineering (RE) perspective, an
earlier work [1] pointed out how this emergent ecosystem
is challenging traditional RE paradigm and methods. This
phenomenon is currently fostering discussion in the research
community, towards defining a research agenda [15], [11].
Market-driven RE approaches [12] provide a baseline, al-
though they tend to take mainly the vendor’s point of view.

Focusing instead on the users, their potential role in app
evolution is studied in research aiming at enabling explicit
feedback formulation by users in situ, such as the iRequire
tool [14], and more generally in new trends on exploiting
social media as an enabler for collaborative software develop-
ment [3], leading to the so-called social software engineering.

In our opinion, there still exists too limited knowledge
about how users evaluate costs and privacy, security risks
against benefits of smartphone apps. We believe that a deeper
understanding of how users select apps to be installed on their
smartphones could bring useful insights on the role of social
RE in this context, and more generally on which methods and
techniques can support the engineering of higher-quality apps.
This defines our research long-term objective and motivates
the work described in this paper, which focuses on the design
of a first empirical investigation of the phenomenon.

In fact, while survey-based approaches (e.g., Bouwman et
al. [5]) seem to be effective for characterising users’ behaviour
and attitude towards smartphone apps (and new technology
adoption in general) at the social/cultural group level, to collect
empirical evidence about the app selection process, we first
need to observe users while they are deciding which app
to select and install. Interview-based studies (e.g., Chin et
al. [7]) can request participants to revisit past or hypothetical
experiences, making them strongly dependent on user memory
or perception. Differently, an observational approach allows us
to look at the actual behaviour and decisional process, rather
than to the extent of how users remember it.

This paper describes the design of an observational study,
conceived with the purpose of exploring (i) why smartphone
users decide that they need an app, (ii) how they decide which
app to install and (iii) why they discard other alternatives,
which provide similar functionalities (referred as alternative
apps from now on). Moreover, we present the validation of this
design by conducting a feasibility study with a limited number
of participants. The analysis of the collected data provides
promising insights on the app selection process, which could



be of interest to all the stakeholders of the app ecosystem.
For instance, we observed a potential problem related to
how users perceive privacy and security risks. This may turn
into an opportunity for developers and vendors to develop
more flexible permission-based security models, making them
user-profile oriented and context dependent. Moreover, the
result of this study could be of interest for requirements
engineers, when identifying the features for different types of
persona to be used in a user-centered approach to requirements
elicitation [8].

The rests of the paper is organised as follows. Section II
describes the design of the study in terms of the research ques-
tions that drive our study and the procedures for collecting and
analysing empirical data. Section III presents the validation of
the proposed experimental design, by executing a feasibility
study with a few participants. Early findings are interpreted
and commented in Section IV, with an initial sketch of their
potential impact, and a discussion of threat to validity. Related
work is presented in Section V. Section VI contains concluding
remarks and highlights future directions.

II. STUDY DESIGN

In this study, we intend to observe smartphone users while
they face the process of installing an app. We are interested
in understanding why they decide that they need an app,
how they decide which one to install and why they discard
other, potentially alternative apps. Our aim is to uncover the
underlying users’ evaluations of the trade-off between benefits
and risks (particularly privacy and security) of the apps they
select.

To achieve this objective, we formulated a set of research
questions and identified an appropriate empirical study ap-
proach among those available, namely survey, case study
or controlled experiment [17], to address those questions.
We took inspiration from a recent study [13] that combined
observation and interview to investigate how developers per-
form software comprehension during software maintenance
tasks. Observation was used to identify what developers do,
while working in their real environment. Interviews helped
the authors to understand the motivation behind developers
actions. The study explored what strategies developers follow,
what type of information they exploit or miss, and what tool
they prefer to use. In that case, an observational study was
considered appropriate, because the objective of the study
called for realism, beside replicability. Results of the study
included the confirmation of observations from other studies
(conducted with different methods), but also new findings that
pointed out an unexpected wide gap between research and
practice in software comprehension methods and techniques.

The same requirement of realism and replicability is indeed
a key point in our case. However, our study brings additional
complexity due to the fact that the user decision-making
process is still a poorly investigated phenomenon, so there
are no widely accepted metrics to be used with quantitative
experimental techniques.

The proposed study consists of two main parts. In the first
part, we observe participants when they install apps. In the
second part of the study, we ask participants some questions
to gain a deeper understanding of what they did and why they
did so. We use a structured approach to extract observations
from the transcripts of the sessions.

A. Research Question

This study has an exploratory purpose [2], and we are
interested in investigating the following research questions:

• RQ1 How do users select the app to install among those
available?

• RQ2 Does the selection process change among different
users?

Accordingly, we elaborated the study design that is described
here below.

B. Data Collection

To meet as much as possible the requirement of realism,
we set up our study in a daily life scenario where a user faces
the process of deciding which application to install among
available alternatives for her smartphone. We do not prescribe
the domain/category of the applications to consider, but we let
the participant choose a domain that is important and known
to her.

Our research method includes both observation and direct
questions, as in [13]. We observe what the participant is doing
during the experimental sessions and we accurately take note
of her actions and of her comments. During the observation
we ask participants to comment on their actions. Moreover,
for direct questions, we adopt a structured interview format,
i.e. we use a predefined list of questions to be asked to
the participant, although we do not stick rigidly to such a
list. Questions are mainly a guideline to follow during the
interview to be sure to record all the relevant topics, however
the participant is allowed to freely move from one topic to the
other without interruptions. New questions are asked when the
participant stops talking as for instance when an argumentation
is completed.

Each experimental session is attended by at least two
analysts. One of them, namely the interviewer, poses questions
and interacts with the participant. The other one, namely the
observer participates in the interview, but she just observes the
session and takes note about what is happening. To provide
a reliable recording of the experiment, every session is taped
using a digital voice recorder. Each experimental session is
structured in the following four parts:

a) General introduction: Each experimental session
starts with a general introduction to make the participant
comfortable with the study. We start by clarifying the objective
of the study, although without explicitly revealing the research
questions. In the introduction, we also inform the participant
about the scientific research purpose of the study and we
commit to keep data confidential. To make the participant feel
at easy, we explain that there are no right/wrong answers, so



she will not be judged based on her responses. Eventually, we
ask the permission to tape the session.

b) Observation: In order to observe the process of select-
ing among candidate apps, we start by asking some questions
about the prominent use of the smartphone (e.g, work, leisure,
entertainment, ...) and if the participant has any particular
hobby or interest, such as photography, sports, movies, comics,
and so on. The purpose of this initial part is to identify a
domain that is known and interesting to the participant, where
the participant can clearly identify requirements that are real
and relevant for her.

The session continues by asking the participant to suggest
and show us a smartphone app that could be useful in this
domain. In case the application is already installed in the
phone, we ask if alternative apps are available. At this point
we observe what the participant is doing, what source of in-
formation she accesses (official app store, the web) to identify
a new application. In the case the participant decides to install
a new/alternative app, we take note of what considerations she
expresses to make this decision. In case no new application
is installed during the study, we ask the participant to explain
why the application already installed is satisfactory, why it was
chosen in the past among alternatives and why the available
alternative ones were not considered satisfactory. Either cases
provide valuable information about the evaluation/selection
process adopted by a participant.

To achieve our data collection objective, we adopt the
think aloud approach. We ask participants to describe aloud
what she is doing, what features she is considering and what
considerations she is formulating. We ask new questions if the
participant stops talking, to re-initiate the information flow.
Questions are in the form “what are you doing/reading?” and
“why are you doing this?”. We always pay great attention not
to interrupt or influence the participant evaluation process.

c) Interview: After the observation, the actual interview
starts, to understand the reason for the participant decisions
and actions. The questions are specific to the class of apps
considered by the participant because we do not aim to ask
the participant to formulate general rules or abstract consider-
ations. All the questions are specifically referring to the just
concluded observation, because we want to collect data on a
real scenario. However, even if the starting point is a concrete
case, the participant may formulate general sentences. We
record general considerations only if they are still applicable
to and supported by what we observed.

The interviews are structured around these topics:
• Decision process What are the considerations that you

formulated to make the decision to install (or not to
install) the app during the observation part?

• Comparison Did you consider other candidate apps?
Why were they considered as potential candidates? What
features/qualities did you compare?

• Context Have you ever been in a different context (e.g.,
different phone, time or location) where you would have
taken a different decision about this app?

• Security Do you trust the app vendor and developer?

Why? Did you consider the security/confidentiality impli-
cations of installing new software on your smartphone?

The interview starts with questions on the adopted decision
process, to understand what the considerations that made
the participant make the final decision of installing or not
installing a new app are. Then, as there are many almost
equivalent apps, we are interested to know how participants
compare alternatives. For example, they could trust reviews
and comments or they could compare apps based on features
and, in this case, we are interested in knowing what features
are considered. The subsequent set of questions are devoted to
investigating what the influence of the context on the decision
is, for example in an emergency situation a user might accept
to pay more than usual or to accept confidentiality threat if
allowing to rapidly solve an urgent problem. Eventually, we
explicitly ask if any security-related consideration was taken
into account. We mention computer security only at the end
of the interview, to avoid that this topic worry or bias the
participant and, thus, influence the rest of the interview.

d) Profiling: The participants of our study are smart-
phone users that actively download and install apps on their
devices who are selected along a suitable sampling policy
(see [4]). Our objective is to observe a phenomenon and to
formulate an answer to the research question of Section II-A,
letting specific aspects that may recur in user decision making
to emerge, thus providing candidate measurable indicators for
future quantitative empirical studies.

In the last part of each session, we profile participants,
initially with respect to age, work position, seniority and
gender. Then, other traits of the participants are collected, such
as:

• Exposition of confidential data on social networks; this
would let us know how much the participant cares about
the confidentiality of personal data.

• Exposition to risk, in particular with respect to money; we
ask the participants if they make on-line shopping, how
often, and if they protect their transactions (e.g., with
passwords, insurances or others).

• Knowledge/understanding of computer security; this is
important to understand if the selection is a security aware
process or guided by unawareness/fear.

• Smartphone familiarity; eventually we are interested to
know the level of familiarity with smartphones, i.e. how
many applications are installed, how often new applica-
tions are installed and when the participant became a
smartphone user.

C. Data Analysis

We adopt a structured strategy to analyse data collected
during the experimental sessions. After each session, the
interviewer and the observer compare and integrate their notes
possible mismatches are discussed and solved. The observa-
tions formulated by one of them need to be confirmed by the
other in order to be included in the final document.

The integrated notes are then summarised into short sen-
tences. Each short sentence is later tagged with labels that



represent the main meanings of the sentence. At this stage,
labelled summaries of different sessions (corresponding to
different participants) are compared. Labels occurring at least
in two summaries are reported as a common concept.

Observations are formulated first of all starting from con-
cepts occurring more frequently. More observations are also
formulated when similar or totally different answers are given
to the same questions.

To increase the reliability of our observations, we put in
place some guidelines among those suggested by Creswell [9]:

• Independent peer observations: In order to limit the threat
due to experimenter bias in the observational study, every
session is attended by two authors with two different
roles, the interviewer and the observer. Any piece of raw
data (what the participant does or says) can be used in
the analysis only if both the attenders agree on it.

• Triangulation: Our study design involves two data
sources, they are the observation of participant actions
(what they do) and the interview transcripts (what they
say). The triangulation of different data sources limits the
threats to the reliability of our observations.

• Participant checking: We check our observation with
participants. They are asked to read and comment a
preliminary draft of the data analysis. Their feedback was
considered to validate data analysis (Section III)

III. DESIGN VALIDATION AND FINDINGS

The experimental design presented in the previous section
has been validated through a feasibility study. For the exe-
cution of the study we adopted convenience sampling (see
Bhattacherjee [4]) i.e. we asked four colleagues to participate
(later referred as participant P1, P2, P3 and P4). We shall
note that this study does not involve a treatment group and
a control group, and that the objective of the study does not
rely on statistical analysis to analyse the effect of a treatment
(as we did in other studies [6]).

Each session required one hour for the interview, plus
an additional hour for the immediately following debriefing
between the interviewer and the observer. Eventually, half and
hour was required by a participant to check our preliminary
data analysis.

This section collects four observations that we could formu-
late, based on the collected empirical data. We list the pieces of
evidence (PoE) that support each observation. When relevant,
we report and cite what was stated by participants between
double-quotes and in italics.

Observation 1 Before installing an app, users have to
face an evaluation/decision process.

This observation is supported by the following pieces of
evidence:
– PoE 1.1 Apps were installed to satisfy a contingent need or
for curiosity. There can be multiple reasons for installing an
app on a smartphone. In some cases, we observed that they
were required to solve a specific need that suddenly arose

(finding a restaurant for participant P1, travel paperless for
P3) or just for the curiosity of trying, for example because the
app was suggested by friends (P2 and P4).
– PoE 1.2 A selection strategy was adopted. Independently
from the reason why users installed apps, to decide which one
to use, participants adopted a quite elaborate (and personal)
selection process. P2 used keywords to search in the official
market, then looked at reviews from other users and focused
on an app with many stars (i.e., high user-based score).
She installed it by typing the password and she immediately
started the application. When the applications asked special
permissions, P2 did not grant such permissions, so she blocked
the application and then removed it.
– PoE 1.3 Apps were selected as the extension for smartphones
of known and trusted services already used on the desktop
computer. All the participants selected apps (or claimed that
they usually select apps) that are the porting for mobile phones
of a service/application that they already used. Alternatively,
an application can be part of an ecosystem of interoperating
apps that they already used. In particular P1 stated “I start
from an app that corresponds to a website that I trust and I’m
familiar with”.
– PoE 1.4 Opinions of trusted users were used to select the
apps to install. Novice users especially based their decisions
on the advice of friends or trusted expert users, possibly as
a step of a more structured process. P2 said that “GoodPdf
was suggested by friends” but also “Additionally, I ask to
people that I know, such as when a friend suggested a map
applications with offline maps and good database of point-of-
interests”. P4 reported that she installed “Whatsapp by friend
suggestion, just before a travel”.

Observation 2 Installing an app requires evaluating the
trade-off between the offered features and their cost.

This observation is supported by by these pieces of evidence:
– PoE 2.1 When selecting an app, participants assessed where
personal data will be stored. An important property to consider
when selecting an app to install is the storage of personal data,
because it can be local to the phone or remote in a server
controlled by the provider. Remote storage was considered a
good feature by P4 to preserve data on device failure/theft,
while it was considered as a threat to data confidentiality by
P1 and P2. P2 said “I prefer this app because, even if it has
less features, it does not save my contacts to the server” but
also “I like this book reader, because it uses the cloud and it
is clear what is on the cloud and what is on the device”. In
particular, P1 was scared of possible misuse of personal data
by the application provider, to profile her and send ad-hoc
advertisements without her consent.
– PoE 2.2 Available features were considered when decid-
ing which application to install. Most of the attention of
participants was devoted to understanding if an application
provided the features that were searched for. The features were
context-dependent. For instance for P1 the app should find
the restaurant fast: “I installed the application because the



feature is useful to find a restaurant when I’m abroad and I
need to find a typical restaurant that is not too expensive in
a short time, such as 30’ ”. P2 said that when she searches
for an application “I start from the feature of interest, for
example editing, then I refine the results based on feedbacks”.
P3 said “Applications are different in terms of features, such
as capacity, sharing with other people, versioning and cost.
I’m not interested in versioning [...]. I’m interested in sharing
and capacity.”
– PoE 2.3 Permissions requested by apps were assessed as
a cost and weighted with respect to other needs. Participants
were aware that apps require permission to access sensitive in-
formation and the consequences of this were considered when
deciding whether to complete the installation. P2 preferred not
to install a feature reach app because it requested too intrusive
permissions (the phone address book would have been copied
to the cloud) and P4 did not install privacy threatening apps:
“I do not accept if the app tries to access the phone book or
my personal data”.

Conversely P3 installed privacy sensitive apps, because she
knew exactly what data were accessed. In particular P3 said
“Privacy is not a big concern for me, because most of the
content is not important. [...] I know that they can read it, but
nobody would care about these data.”

Sometimes, participants faced a trade off between permis-
sions, features and costs. P1 was aware of a relevant energy
consumption due to GPS position capability, but she had to
accept it even if this could drain the battery and prevent her
to use the phone when it would have been really needed.
Conversely, P3 was more concerned about the cost, he stated:
“I’m also interested in cost, dropbox is more expensive than
google-drive above a certain threshold.”
– PoE 2.4 Multiple alternatives were sometime installed.
When the participants were not able to find an application
that fully satisfied them, multiple applications were installed
for solving the same problem. P3 said. “I decide which one
to use depending on the type of file to store. Google-drive
converts everything to their format, it lets me edit files online
and converts pictures into text. Dropbox is fine for all types of
document because it does not care about the type”. But she
was unable to decide for a single app, so she stated, “I have
all of them installed in my phone”.

Similarly P2 admitted “I chosen Ibook, because it belongs
the Apple ecosystem. I chosen Kindle because I already have
it on the PC. Goodpdf was suggested by friends”.
– PoE 2.5 Different app-stores were used. While some users
accessed only official stores (P2 and P3) others used non-
official stores. In particular, P1 used the unofficial app store
pre-installed on her phone by the carrier because she did not
realise that it was not an official store. Additionally, P4 prefers
to download apps on the desktop computer and to upload them
later on the smartphone connected by cable.

This is quite surprising, as P1 and P4 were classified as
conservative users.

Observation 3 Users are aware that installing apps
involve some (security) risks.

This is supported by the following pieces of evidence:
– PoE 3.1 Participants were aware of the threats to the
confidentiality of their data. Participants knew that apps may
have compromised the confidentiality of their data. However,
while users with a more conservative behaviour (P1 and P2)
perceived this as a risk, other more brave users (P3) considered
this an important sharing feature. In fact P1 read the service
agreement carefully, with particular attention to the personal
data, to how privacy was managed and to the payment method
(Google Wallet). While P3 said “Reliability and sharing is
more important than privacy” and “I do not store there
sensitive data, because people with access rights can access
them”.
– PoE 3.2 Big players were more trusted than small com-
panies. For installing an app that accesses sensitive data,
smartphone users had to trust the app and the app provider.
Users tended to trust more well-known and big companies
than small new companies, because they thought that a big
company would not misuse personal data and run the risk of
compromising its reputation, and thus its market share. In fact,
P2 said “When I buy applications, I trust the vendor because of
its history. I use its cloud since 5 years and I never knew about
problems”. P4 agreed with this point saying “I pay attention
to the producer. If it is a big company I trust it, while if it is
a small one I don’t trust and I check better”.
– PoE 3.3 Smartphones were not trusted by participants. Both
conservative and brave users distrusted smartphones, but while
the former ones were quite afraid of potential problems and
limited their interaction with the device, the latter ones used
them quite intensively but controlled what data were inserted,
because they could potentially leak. P2 said, “I don’t use
banking applications on the phone, because I don’t trust them.
But on the PC I use them”. P3 said “I do not store there
sensitive data, because people with access rights can access
them.” and “I do not trust the service agreement, because the
government and police can always ask to see the data, as
anyone can be a suspect.” “The information that I put there
is not life killer”. Eventually, P4 admitted “No payment with
the phone”.
– PoE 3.4 Hidden costs were a source of distrust. Some users
did not trust their mobile phones. Among the reasons why
users limited their interaction with mobile phones was the
perception that there could be hidden costs not declared by
the service provider or not evident in the service agreement.
For example, even if P1 intended to carefully read the service
agreement, at a certain point she said, “The document is too
long” and to quickly proceed she accepted it without reaching
the end. Then, when installing an app she stated, “They are
claimed to be for free, but I do not trust this claim”.

Observation 4 Participants have different profiles.

Participants were colleagues working in our research institute,



with different seniority and different familiarity with smart-
phones. Based on the answers to the profiling questionnaire,
this is the way participants described themselves:
– P1 the reachable but conservative: P1 is a senior researcher
with fair knowledge of web technology and computer security.
Her main reason for using a smartphone is to stay in contact
with, and be reachable by, close family members. As such,
she never installed apps on her smartphone and she seldom
used the pre-installed ones. She exhibits very conservative
behaviour, because she permits a very limited exposure of
her personal data on social networks, mainly for work reason
(i.e., on LinkedIn) and she makes online purchases only with
protection mechanisms (pin-protected debit cards or insurance-
covered credit cards).
– P2 the conservative reader: Similarly to P1, P2 is also a se-
nior researcher with fair knowledge of web technologies. She
avoid exposing personal information to social networks and
rarely makes online purchases, and only if providing protection
of sensitive data. However, she defined her knowledge of
computer security as “irrational perception and conservative
behaviour”. Her main use of the smartphone is as reading
device.
– P3 the well-aware exposed veteran: P3 is a junior post-doc
that defines herself as a “gadget fan” and her main use of the
smartphone is a “social hub” to access all her many social
networks, where her personal information is highly exposed.
Secondarily, the smartphone is a way to be paper-less and
environmentally friendly. She is an aware smartphone user, she
knows well the technology behind it, and the computer security
problems related to it. She frequently installs and removes
many apps and she was among the very first smartphone users.
She makes online purchases very often using all payment
mechanisms (although those with protection are preferred).
– P4 the diffident novice: P4 is a junior post-doc that just
recently became a smartphone user, in fact she uses the smart-
phone mainly to make phone calls. She has a good knowledge
of internet technology and a fair knowledge of computer
security. She makes online shopping (always protected) but
always from a regular computer, never from a smartphone.

IV. DISCUSSION

A. Interpretations

Based on the observation collected in the previous section,
we can formulate the following interpretations.
Discussion about RQ1

– Users start from what they already know: Smartphones
had an overwhelming but recent diffusion, so users are still
sceptical and suspicious when perceiving risks in using apps.
We observed that participants started their interaction with
apps by installing and using what they already know somehow,
for example with apps that are the smartphone versions of
known services (Piece of evidence 1.3) or those suggested by
friends and relatives (Piece of evidence 1.4). Only when users
maturated to a certain degree of familiarity and became more
familiar with the smartphone did they start to be autonomous

and curious and look for apps to address a contingent need
(Piece of evidence 1.1).
– Users trade off between features and cost to select an app:
Often, many almost equivalent apps are available, so users
have to decide which one to install. To make this decision,
participants adopt a structured, although personal, strategy
(Piece of evidence 1.2). In particular, they consider if the
features offered by the apps are satisfying (Piece of evidence
2.2) but also if the requested permissions are an acceptable risk
and costs (Piece of evidence 2.3). However, the solution of this
trade off is not simple and many potential equilibrium points
between the two contrasting tensions can be identified. In case
many apps equally balance features and costs, more than one
alternative app is installed (Piece of evidence 2.4), potentially
from different app stores (Piece of evidence 2.5). In the trade
off evaluation, however, big and well-known companies are
preferred (Piece of evidence 3.2).
– Smartphones are not trusted, in particular with respect
to data confidentiality: Participants do not trust their mobile
phones (Piece of evidence 3.3), they are scared about the risk
that apps could disclose and/or misuses their personal data
(Piece of evidence 3.1), so they carefully consider whether to
install apps or not. To protect and preserve the confidentiality
of their data, users take into account the accessed data and
the permissions that an app asks for (Piece of evidence 2.3)
speculating on the potential risks for personal data (Piece
of evidence 2.1). A second concern for user for distrusting
smartphones is missing control of what could happen without
their notice, such as the presence hidden costs (Piece of
evidence 3.4).
– The context influence the decision of installing apps: The
balance between features and their cost (Piece of evidence
2.3) can shift. Emergency situations for example might require
to accept larger costs/risks than normal situations, as the
availability of certain features became critical. For example,
different alternative apps are sometime installed (Piece of
evidence 2.4), to be potentially used in different contexts.
Discussion about RQ2

– The selection process changes on different users: Different
participants have different characteristics and they adopt
different behaviours (Observation 4). So, we expect different
users to have largely different sets of installed applications,
in fact they are supposed to install apps to satisfy different
personal needs (Piece of evidence 1.1), at least because they
have to access different services (Piece of evidence 1.3).
Similarly, also the trade off between features required and
costs accepted by different users (Piece of evidence 2.3) are
expected to be different, because it would reflect the risk
profile of distinct individuals.

Some of these interpretations confirm what already reported
by a related study [7], such as the role of advice by friends in
the selection on what app to install (Piece of evidence 1.4) and
the fact that smartphone are not trusted by their users (Piece of
evidence 3.2, 3.3, 3.4). However, all the other observations and
interpretations are new, and they represent a more deep and



detailed understanding of what are the possible considerations
that users formulate when installing new apps. This allow us
to sketch some possible implication for the stakeholders of
mobile phones.

B. Implications

The analysis of the observations and their interpretations
highlights possible implications for the main actors of the
app ecosystem. Among them, we considered users, developers,
vendors and researchers.

Concerning app users, some discrepancies emerged between
how users perceive privacy and security risks and their actual
behaviour. For example, participant P4 claims not to care about
exposing her data on social networks, but indeed she avoids
using or installing apps that use or expose sensitive data. On
the other side, participant P1 claims to be very scared about
malicious apps that could misuse her data, even if she actually
adopts some behaviours that can expose her to possible threats,
such as using an unofficial app-store. Users should be informed
more clearly and educated to understand security/privacy risks
connected to their actions, possibility with the adoption a
revised permission mechanism.

An interesting aspect, for requirements engineers, devel-
opers and vendors, concerns the opportunity to use flexible
permission-based security models that take into account differ-
ent user profiles and the changing context of use. This should
lower the barrier towards the installation and use of apps, since
the trade-off between perceived needs and privacy/security
risks appears to be context dependent.

Finally, the adopted observational procedure seems effective
in identifying peculiar characteristics of groups of users show-
ing different behaviours with respect to privacy and security
risks. This can be helpful for recognising different types of
persona in user-centered design approaches [8]. This is in the
line with the work of Aoyama [1], which exploited persona
to identify key players in mobile services in a complex social
environment. In addition to what described in [1], we observed
that for mobile services and the more recent app ecosystem
the aspect of context variability needs to be taken into account
in the description of the characteristics of a persona. This
is important to account for different behaviours of the same
individual (and corresponding group) in different situations of
mobile applications and service usage (see Observations 2.3
and 2.4).

C. Threats to Validity

In the following we discuss the threat to the validity of our
results [17], with respect to the conclusion, internal, construct
and external validity.

Conclusion validity threats concern issues that effect the
ability to draw the correct conclusion on the observed phe-
nomenon. For an observational study, they mainly deal with
the risk of the researcher influencing the results (i.e., fishing)
and the reliability of the measures. In fact, the experimenter
could have assumptions and expectations, so she/he could
record those observations that confirm such expectations and

overlook those that are not expected. We try to limit this
threat as much as possible by adopting best practices and
guidelines [9], such as involving two independent observers
on each session, considering two data sources (actions and in-
terviews) and, eventually, asking some participants to confirm
our findings.

Internal validity threats concern additional factors that may
affect an observed variables. Participants could, in fact, react
differently as time passes either positively (learning effect)
or negatively (fatigue effects). We try to limit this threat
by starting each session with the most critical part, i.e. the
observation. The most boring part of the session, i.e. the
profiling questionnaire, is placed at the end of the session.
Moreover, to avoid participants guessing the experimental
hypotheses, we never mention terms as security, privacy,
trade-off, value, decision-making in the introduction and in the
explanation of the study, and we ask all the security/privacy-
related questions as last ones, to avoid any bias in the other
answers.

Construct validity threats concern the relationship between
theory and observation. In our case, they are mainly due
to potential evaluation apprehension and participants bias.
We limit these threats by explicitly stating that there are
not correct/wrong answers and that participants will be not
evaluated based on their results. Moreover, we assure par-
ticipants that data will be kept confidential and will not be
disclosed. Participants might be biased by their professional
interests and their answers may come from their knowledge
in the field of apps engineering, rather than from their actual
experience as apps users. In order to mitigate this threat,
we carefully designed the questionnaire by recalling concrete
usage experiences, avoiding to use words like security and
privacy. While starting a session, we generally state that we are
interested in knowing how participants use their smartphones.

External validity threats concern the generalisation of the
findings outside the experiment settings. Though only repli-
cations with other participants can confirm our findings, we
try to limit this threat by involving people with different age,
different hobbies and different degree of exposition to the
social networks.

V. RELATED WORKS

In the domain of the smartphone apps, to the best of our
knowledge the work by Chin et al. [7] is the most relevant,
although with different objectives and investigation method.
Chin et al. conducted a questionnaire-based survey on mobile
phones usage, with the aim to investigate users perception of
security and privacy risks, by comparing participants use of
smartphone and of laptop computer. Some of their findings,
namely the role of advice by friends in the selection on
what app to install (Piece of evidence 1.4) and the fact that
smartphone are not trusted by their users (Piece of evidence
3.2, 3.3, 3.4), were confirmed by our study. Differently from
us, they directly asked questions to participants, so they pulled
information from participants, rather than making information



emerge from the observation, with the possibility that a ques-
tion might have influenced the answers. Eventually, Chin et al.
identified a limitation of the questionnaire as the possibility
for the participants to elaborate on their answers to please
the interviewer, and they claimed that an observational study
would be appropriate to complement their survey. However,
our study supports new observations and interpretations, as
pointed out in Section IV, which contribute to a deeper
and more detailed understanding of what are the possible
considerations that users formulate when installing new apps.
This allow us to argue about further implications for the
stakeholders of mobile phones.

Worth mentioning is also earlier empirical studies guided
by the Technology Acceptance Model (TAM) model that
aim at finding empirical evidences on the relations betwen
user perceived usefulness, ease of use, and system use with
reference to cultural, social and economical aspects of a
population of users. In a study conducted on a group of 579
Finnish smartphone users over a one-two months period in
2007, Verkasalo et al. [16] investigated the intention to use,
or not to use, a smartphone-enabled service, from a pre-
defined set. The participants were asked to install a logger
in their smartphones. The logger was intended to run in the
background to log the phone usage. Data are daily transmitted
to a server for analysis purpose. Participants were then asked
to fill in a web-questionnaire.

Similarly, Bouwman et al. [5] conducted a survey on a
sample of 542 participants, representative of the Dutch con-
sumers population in 2008, exploring the relationship between
lifestyle traits, social influence, people’s attitudes towards
mobile innovations and the adoption of various types of
mobile services. This type of survey, although powerful and
statistically relevant, are mainly tailored to study the influence
of cultural and social aspects on technology adoption, rather
than to investigate deeper decision making mechanism that can
help identifying how to better align user needs and technology.

VI. CONCLUSION

In this paper we presented the design and validation through
a feasibility study of an observational study, aiming at ex-
ploring how smartphone users assess the trade-off between
benefits and risks of the apps that they select and install.
The results show that the experimental design is adequate to
achieve the study objective and to support a set of preliminary
observations. Replicating this study over large number of par-
ticipants would allow us to consolidate the statistical relevance
of the results’, at the cost of a considerable investigation effort.
With the current experiment approach we estimated about 5.5
person/hour overall for each interview, which includes 1 - 1.5
hour by the participant (interviewee), 1 hour by the observer
and interviewer for the interview and 1 hour for the post-
interview debriefing.

Concerning the results of the feasibility study presented in
this paper, even if their statistical relevance is limited, the
emerged observations are quite interesting and demonstrate
that a structured observational study can be an effective

approach to collect insights on this novel and largely unknown
phenomenon. As future work we intend to build on these
preliminary observations and identify what it makes sense to
measure in a (more quantitative) experimental study. We also
plan to experiment with a different investigation approach, i.e.
asking participants to fill on-line questionnaires. A benefit will
be the increase in the number of participants, limits will be
represented by the less controllable experimental environment.

Finally, we aim at exploiting the proposed observational
method in the context of software development processes, in
particular, to assess the perception of technical and business
risks in the activities of selection and adoption of open source
software components.
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