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The Problem

The problem: Protect data confidentiality from erroneous/malicious
attacks while data are processed

Typing of data (and variables) in private (H) and public (L);
Non-Interference: to prevent the results of the computation from
leaking even partial information about private inputs!

Explicit flow: caused by directly passing private data to a public

variable: 1 := 2 x h;
Implicit flow: arise from control structure of the program:

whilehdol:=1+T;h:=h—1.
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The Problem

The problem: Protect data confidentiality from erroneous/malicious
attacks while data are processed

Goal: Automatically generate certificates about secure information flows

Design of accurate security polices
— Static program analysis & verification techniques (types,CFA,DFA,...)
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The Problem

The problem: Protect data confidentiality from erroneous/malicious
attacks while data are processed

Goal: Automatically generate certificates about secure information flows

State of the art: Standard non-interference
No sensitive information can be disclosed
Any change upon confidential data has not to be revealed by
public ones

Rigid security policy: L can flow into H but H cannot flow into L
[Denning and Denning '77]
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The Problem

The problem: Protect data confidentiality from erroneous/malicious
attacks while data are processed

Goal: Automatically generate certificates about secure information flows

State of the art: Standard non-interference and abstract non-interference
[Glacobazzi and Mastroeni, POPL04]

Characterization of the secrecy degree of a program
H can flow into L unless a given property of H is disclosed
Weakening of standard non-interference
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Al: Lattice of Abstractions

The concrete domain < C, <, AV, L, T > [Cousot & Cousot '79]

Lattice of abstract domains = Abs(C)
< Abs(C),C,m,u, T,C >

ATC A, & A, CA7 (A7 more precise than A»)

T

Top: Bottom:
T, c A

C
A

Most abstract

1 1 1
Most concrete

%
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Standard non-interference

“One group of users [...] is noninterfering with another group of users
if what the first group does [...] has no effect on what the second
group of users can see” [Goguen & Meseguer '82]

Standard non-interference
Vi:L,Vhy, hy o H [P](hg, D" = [P](hz, D"
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Standard non-interference

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

EXAMPLE:

whilehdo (L:=142; h:=h—1).

i'
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Standard non-interference

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

EXAMPLE:

whilehdo (L:=142; h:=h—1).

h=01=1 ~ 1=
h=11=1~ 1=
h=n,1=1~ 1l=1+2n

{
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Standard non-interference

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

EXAMPLE:

whilehdo (L:=142; h:=h—1).

h=01=1 ~ 1=
h=11=1~ 1=
h=n,1=1~ 1l=1+2n

If 1is unchanged then h is 0!
> There is an information flow from h into 1.

{
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Standard non-interference

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

EXAMPLE:

whilehdo (L:=142; h:=h—1).

h=01=1 ~ 1=
h=11=1~ 1=
h=n,1=1~ 1l=1+2n

If 1is unchanged then h is 0!
> There is an information flow from h into 1.

= Note that if the input 1 is even/odd then the output 1 is even/odd!

{
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

i'
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«):
(k) =n(l2) = «([PI(h1,11)") = «([P](h2,12)")

No change of Hvalues and n-equivalent L values may affect the «
abstraction of L outputs.

Possible deceptive interference due to n-undistinguished L values!

The more n is precise the less deceptive interference appears
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«):
n(k) =n(l2) = «([P](h, 1)) = «([P)(hz, 12)")

ExampLE: [I d]P(Par)

P= whilehdo (l:=14+2; h:=h—1).

h=0,1=1 ~ Par(l) = odd
h=1 1=1 ~ Par(l) = odd
h=n,1=1 ~ Par(l) =odd

1}
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«):
n(k) =n(l2) = «([P](h, 1)) = «([P)(hz, 12)")

ExampLE: [I d]P(Par)

P= whilehdo (l:=14+2; h:=h—1).

h=0,1=1 ~ Par(l) = odd
h=1 1=1 ~ Par(l) = odd
h=n,1=1 ~ Par(l) =odd

If 1 is odd/even then, independently from h, after the execution 1 is odd/even!
2> There is not an information flow from h into the parity of 1.

i'
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«):
n(k) =n(l2) = «([P](h, 1)) = «([P)(hz, 12)")
EXAMPLE I1: [Par]P(Sign)

P= 1:=2x%lxh?

h=-3, 1=-2(Par(—2) = even) ~» Sign(l) = —
h=1, 1=—4 (Par(—4) = even) ~ Sign(l) = —

1}
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«):
n(k) =n(l2) = «([P](h, 1)) = «([P)(hz, 12)")
ExamPLE Il [Par]P(Sign)

P= 1:=2x%lxh?

h=1, 1=4 (Par(4) = even) ~» Sign(l) =+
h=1, 1=—4 (Par(—4) = even) ~ Sign(l) = —

The sign of the output 1 depends on the sign of the input 1!
7> There is a bEcePTIVE FLow!

i
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Abstracting non-interference |

Standard non-interference
VL:L,Vhy, hy o H [P](hg, D" = [P](hz, D"

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«):
n(k) =n(l2) = «([P](h, 1)) = «([P)(hz, 12)")
ExamPLE Il [Par]P(Sign)

P= 1:=2x%lxh?

h=1,1=4 (Par(4)

—even) ~ Sign(l) = +
h=1, 1=—4 (Par(—4)

even) ~ Sign(l) = —

The sign of the output 1 depends on the sign of the input 1!
7> There is a bEcePTIVE FLow!

= We compute the semantics on the concrete value of the input 1!

i
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Abstracting non-interference Il

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«x):
(L) =n(lz2) = «([PI(h1, 1)) = «([P](hz,12)")

- - |
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Abstracting non-interference Il

Consider o, 1 € Abs(p(Vh)):

Narrow (abstract) non-interference n]P(«x):
n(l) =n(l2) = «([P](hy,11)") = «([P](ha,12)")

Abstract non-interference (n)P(«):
n(l)=n(l2) = «([P](hy,n(L1)") = ([P](h2,n(12)")

No change of Hvalues may affect the « abstraction of L outputs.

No deceptive interference due to L data
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Abstracting non-interference Il

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«x):
(L) =n(lz2) = «([PI(h1, 1)) = «([P](hz,12)")

Abstract non-interference (n)P(«):
n(l)=n(l2) = «([P](hy,n(L1)") = ([P](h2,n(12)")
EXAMPLE. (Par)P(Sign)

P= 1:=2x%lxh?

h = -3, Par(l) = even ~ Sign(l) = | don’t know
h =1, Par(l) = even ~ Sign(l) = | don’t know

- |
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Abstracting non-interference Il

Consider «,1 € Abs(p(VH)):

Narrow (abstract) non-interference n]P(«x):
(L) =n(lz2) = «([PI(h1, 1)) = «([P](hz,12)")

Abstract non-interference (n)P(«):
n(ly)=n(l2) = «([P](hy,n(l4)N") =x([P](h2,n(12))")
EXAMPLE. (Par)P(Sign)
P= 1:=2xlxh?,
h = -3, Par(l) = even ~ Sign(l) = | don’t know

h =1, Par(l) = even ~ Sign(l) = | don’t know

> There is not information flow from h into the sign of 1.

I -
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Deriving output attackers

Abstract interpretation provides advanced methods for designing abstractions
(refinement, simplification, compression ...) [Glacobazzi & Ranzato '97]

Designing abstractions = designing attackers
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Deriving output attackers

Abstract interpretation provides advanced methods for designing abstractions
(refinement, simplification, compression ...) [Glacobazzi & Ranzato '97]

Designing abstractions = designing attackers

Characterize the most concrete « such that (n)P(«)

[The most powerful output attacker]
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Deriving output attackers

The following theorems hold: Consider n € Abs(p(V*")):

We characterize the function An. m][[P](i d) whose result is

14 8| mpe) }.
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Deriving output attackers

The following theorems hold: Consider n € Abs(p(V*")):

We characterize the function An. m][[P](i d) whose result is

14 8| mpe) }.

We characterize the function An. (n)[P](i d) whose result is

1{ 8| mPre) .

Proving Abstract Non-interference — p.7/20



Deriving output attackers

The following theorems hold: Consider n € Abs(p(V*")):

We characterize the function An. m][[P](i d) whose result is

14 8| mpe) }.

We characterize the function An. (n)[P](i d) whose result is

1{ 8| mPre) .

= This would provide a certificate for security with a fixed input observation.
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Proving Abstract Non-Interference

We introduce a compositional proof-system for certifying abstract
non-interference;
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Proving Abstract Non-Interference

We introduce a compositional proof-system for certifying abstract
non-interference;

PROOF-SYSTEM OF INVARIANTS Z: {pJL ¢ {p}L means that c is p-observably
equivalent to the statement nil:

{ol ¢ {pi iff p([c](h, V") = p(1)
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Proving Abstract Non-Interference

We introduce a compositional proof-system for certifying abstract
non-interference;

PROOF-SYSTEM OF INVARIANTS Z: {pJL ¢ {p}L means that c is p-observably
equivalent to the statement nil:

{ol ¢ {pi iff p([c](h, V") = p(1)

PROOF-SYSTEM FOR NARROW NON-INTERFERENCE N Syntax-driven
certification of narrow non-interference for deterministic languages;
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Proving Abstract Non-Interference

We introduce a compositional proof-system for certifying abstract
non-interference;

PROOF-SYSTEM OF INVARIANTS Z: {pJL ¢ {p}L means that c is p-observably
equivalent to the statement nil:

{ol ¢ {pi iff p([c](h, V") = p(1)

PROOF-SYSTEM FOR NARROW NON-INTERFERENCE N Syntax-driven
certification of narrow non-interference for deterministic languages;

PROOF-SYSTEM FOR ABSTRACT NON-INTERFERENCE A: Syntax-driven
certification of abstract non-interference for deterministic languages.
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The invariants proof-system 7

x : H

11 {Th c{Th 12: {pJL nil {phL 13:;
{plL x:=e{plL

| {p}(e,x) {p}, x:L | {plL c1 {p, {pPL c2 {pPlL

15:
{plL x :=e{ph {plL c1;c2 {PhL
. {pJL c{ph . p'lLc{p’iL, P Cp
{p}L while x do ¢ endw {p} ok clph

. Next Table
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—

The assignment

{p}(e,x) {p}, x: L

{plL x :=e{plL

where
{p} (e, x) {p}iff p(Elel(h, 1)) = p(1} ).

I |
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The assignment

{p}(e,x) {p}, x: L

{plL x :=e{plL

where
{p} (e, x) {p}iff p(Elel(h, 1)) = p(1} ).

EXAMPLE:

Let e = 1+ 2. Then E {sign} (e, 1) {sign} since if 1 = —1

Sign(l+ 2) = Sign(1) = + # Sign(l) = —

{
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The assignment

{p}(e,x) {p}, x: L

{plL x :=e{plL

where
{p} (e, x) {p}iff p(Elel(h, 1)) = p(1} ).

EXAMPLE:

Lete =1+ 2. We have = {par} (e, 1) {Par}.
Consider ¢ = 1:= 1+ 2, we obtain that

Parj. 1:= 1+ 2 {Par L

__Return |
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The sequential composition

{plL c1 {pL, {piL c2 {pPlL

{plL c15¢c2 {ph

-
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The sequential composition

{plL c1 {pL, {piL c2 {pPlL

{plL c15¢c2 {ph

EXAMPLE:

letc=1:=1+4+2;, h:=h+1.

= {Par). 1 := 1+ 2 {par} by Rule 14
— {Par). h:=h + 1 {Par}. by Rule 13

- 1
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The sequential composition

{plL c1 {pL, {piL c2 {pPlL

{plL c15¢c2 {ph

EXAMPLE:

letc=1:=1+4+2;, h:=h+1.

= {Par). 1 := 1+ 2 {par} by Rule 14
— {Par). h:=h + 1 {Par}. by Rule 13

\

={Parj.l:=1+2; h:=h+1{par)L

|_Return |
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The proof-system N

Milc](id)C p M) C T(p)
N1: nlc(T) N2
mlc(p) MInil(p)
mle(p), M) E TT(p)], x:L x :H, TI(n) C TI(p)
N4:

nlx := e(p) mix = e(p)

mlct (p), [plca (B) {plL c{ph Vie I.mlc(py)
N5: NG6: N7:

mlci;c2(B) [plwhile x do ¢ endw (p) Mmlc(Lier p1)

vie I. mlc(pi) M'lc(p’), MCEN’', p’Cp

X NO:
Mlc(lier i) Mlc(p)
Next Table
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The low assignment

where
mle(p) iff p(Elel(hq,17)) = p(Elel(hy,12)).

I |
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The low assignment

where
mle(p) iff p(Elel(hq,17)) = p(Elel(hy,12)).

EXAMPLE:

Letc= 1 :=2xh=x1).
Then B4 [Tl := 2 « h % |, (Par) SiNnce

Par([l; := 2+ h=1,](h, (11,3))") = (even, odd)
Par([[l; := 2+ h=1,](h, (11,2))") = (even, even)

This because T(2) = T(3) but Par(2) # Par(3).
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The low assignment

where
mle(p) iff p(Elel(hq,17)) = p(Elel(hy,12)).

NoTe: If there’s only one low variable the condition TT(n) C TI(p) is not
necessary.

EXAMPLE:

Considerc = 1:=2xh

[T]2 % h(Par) = [T]l := 2 * h(Par)

Return w
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The high assignment'

x:H, TT(n) ETI(p)

|
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The high assignment

x:H, TT(n) ETI(p)

EXAMPLE:

Letc = h:=h+ 1. Then

I_
N—r
|

p([h:=h+1](hs,11)
p([h:=h+1](hz,12)") =

Therefore

| Return

i
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The proof-system A

o M)c](id)Ep AL (n)e(T) - (m)e(p), x:L
 melp) A2: (n)nil(p)  (m)x = elp)
x:H (M)c1 (Y (p)), [ple2 (Y (B))
A4: A5:
(M)x = e(p) (M)ecr;e2 (Y (B))
{plL c{plL, x:H (m)e(p), x:L
AB: A7:
(p)while x do c endw(p) (n)while x do ¢ endw(p)
(Mc(p’), P’ Cp vieI.Mm)c(pi) vieI.m)c(pi)
AS8: A9: A10:
(M)c(p) M)e(lier pi) M)e([ier i)

Theorems
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The high assignment'

_{
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The high assignment

EXAMPLE:

Letc = h:=h+ 1. Then

I_
N—r
|

p([h:==h+ 1](hq,n(l1))
p([h:=h+1](hz,n(l2))") =

Therefore

mh:=h+1(p) & M) =n(l2) = pn(l))=rM(l2)))

Return w
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The concatenation

(Mm)cq (Y (p)), [ple2 (Y (B))

(mlcq;c2(Y (B))

-
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The concatenation

(Mm)cq (Y (p)), [ple2 (Y (B))

(m)c1;c2(Y (B))

EXAMPLE:

Let p = {Z,47,47 + 1,47 + 2,47 + 3, o} and

l:=(hnod2)(2lmod 4) + (1 — (hnod 2))(Lnod 2+ 1);

CT 2T L (lnod 2) #4h 4 (1 — (Lrod 2)) % (4h + 1)

then
he2Z = p([c1](h,2)") = p({1,2)) =Z
he2Z+1 = p([c1](h,2)") =p({0,2}) =Z

= (T)ci1(p)

} i
1 |
- v

1
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The concatenation

(Mm)cq (Y (p)), [ple2 (Y (B))

(m)c1;c2(Y (B))

EXAMPLE:

Let p = {Z,47,47 + 1,47 + 2,47 + 3, o} and

l:=(hnod2)(2lmod 4) + (1 — (hnod 2))(Lnod 2+ 1);

CT 2T L (lnod 2) #4h 4 (1 — (Lrod 2)) % (4h + 1)

(T)eq (p) and

1€2Z = p([ca](h,UY) = p({4h + 1)) =4Z + 1
1€2Z+1 = p([c2](h, DY) = p({4h}) = 4Z

| = [plca(p) |
L 1
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The concatenation

(Mm)cq (Y (p)), [ple2 (Y (B))

(m)c1;c2(Y (B))

EXAMPLE:

Let p = {Z,47,47 + 1,47 + 2,47 + 3, o} and

l:=(hnod2)(2lmod 4) + (1 — (hnod 2))(Lnod 2+ 1);

CT 2T L (lnod 2) #4h 4 (1 — (Lrod 2)) % (4h + 1)

(T)c1(p) and [plcy (p), but

he2Z = p(fer;c2](M,Z)Y) = p({dh,4h +1}) = Z
he2Z+1 = p(fer;e2](h,Z)) =p({(dh+ 1)) =4Z + 1

= = (T)elp)
;_qReturn {
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Theorems

71) The system Z is correct.

%
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Theorems

71) The system 7 is correct.

_ mifcJ(id)Ep |
72) The system N is complete but N IS correct.
mic(p)

EXAMPLE:

Letp:{ZZ}U{{n}‘ ne2zZ+1 }and

P = l:z4>:<h2+4;c
where ¢ = while h do 1 := 1 nbd 4; h := 0 endw.

We have [T]l:= 4 « h? + 4(p) and [T]P(p)
But (4 [plwhile h do 1 := 1 nod 4; h := 0 endw(p):

o([c](0,5)5) =5 # p([c](1,5)") =1
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Theorems

71) The system 7 is correct.

_ mifcJ(id)Ep |
72) The system N is complete but N IS correct.
mic(p)

_ M[c](d)Ep |
73) The system A is complete but A IS correct.
(m)c(p)

EXAMPLE:

Let p ={Z,27,47Z, 2} and
P = whilehdol:= (lnod4)*(l+4); h:=0 endw
Then (p)P(p): p([P](h,2Z)") = 2Z; But |~ {p}. P {pi.:

o([c](1,2)%) = p(0) = 4Z # p(2) = 2Z
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Theorems

71) The system 7 is correct.

_ mifcJ(id)Ep |
72) The system N is complete but N IS correct.
mic(p)

_ M[c](d)Ep |
73) The system A is complete but A IS correct.
(m)c(p)

74) The system N is stronger than A.

EXAMPLE:

Then = [sign]P (Par) but H s [sign]P (Par)
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Theorems

71) The system 7 is correct.

_ mifcJ(id)Ep |
72) The system N is complete but N IS correct.
mic(p)

_ M[c](d)Ep |
73) The system A is complete but A IS correct.
(m)c(p)

74) The system N is stronger than A.
EXAMPLE:

P=h:=h+1;1l:=2xh
Then = [sign]P (Par) but s [sign]P (Par) :

sign(2) = sign(3) and  Par([h:=h + 1](h,3)") = Par(3) = odd #
Par([h := h+ 1](h,2)") = Par(2) = even
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Theorems

71) The system 7 is correct.

_ mifcJ(id)Ep |
72) The system N is complete but N IS correct.
mic(p)

_ M[c](d)Ep |
73) The system A is complete but A IS correct.
(m)c(p)

74) The system N is stronger than A.

EXAMPLE:

Then = [sign]P (Par) but /s [sign]P (Par) While F 4 (sign)P (Par)
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Discussion

We map security of programs into the lattice of abstract interpretations:
systematic methods for designing attackers and certificates
security degrees compared in the lattice
checking abstract non-interference by static program analysis
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Discussion

We map security of programs into the lattice of abstract interpretations:
systematic methods for designing attackers and certificates
security degrees compared in the lattice
checking abstract non-interference by static program analysis

Abstract non-interference is a semantics property
the method is language independent (as any abstract interpretation)
refined semantics may refine security!
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Discussion

We map security of programs into the lattice of abstract interpretations:
systematic methods for designing attackers and certificates
security degrees compared in the lattice
checking abstract non-interference by static program analysis

Abstract non-interference is a semantics property
the method is language independent (as any abstract interpretation)
refined semantics may refine security!

We introduced a sound proof-system for both narrow and abstract non
interference.

Checking abstract non-interference can be easily mechanized,;
Generating basic certificates for simple program fragments;

The interest in this technology is mostly related with its use a la proof
carrying code verification of abstract non-interference.
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Further research

On going works:

Concurrent and multi-threaded systems
Abstract non-interference for concurrent systems;
Abstract non-interference through bisimulation of abstract systems;
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Further research

On going works:
Concurrent and multi-threaded systems

Abstract non-interference for covert channels: A semantic problem
Non-termination;
Timing channels;
Probabilistic channels;
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Further research

On going works:
Concurrent and multi-threaded systems
Abstract non-interference for covert channels: A semantic problem

Proof-carrying code for abstract non-interference
Abstract non-interference in Logical Frameworks;
Carrying proofs of abstract non-interference;
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Further research

On going works:
Concurrent and multi-threaded systems
Abstract non-interference for covert channels: A semantic problem
Proof-carrying code for abstract non-interference

Checking abstract non-interference by program slicing;
Non-interference as slice of a program;
Abstract program slicing;
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Checking abstract non-interference by program slicing;
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Abstract non-interference with active attackers;

Abstract non-interference for security protocols;
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On going works:
Concurrent and multi-threaded systems
Abstract non-interference for covert channels: A semantic problem
Proof-carrying code for abstract non-interference
Checking abstract non-interference by program slicing;

Future works:
Abstract non-interference with active attackers;

Abstract non-interference for security protocols;
Abstract non-interference for mobile code;
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