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Abstract

In this paper we presenta methodfor watermarkinglava programshatusesopaque predicatesimproving uponthose
presentedn two previous papers[13, 9]. We presenttwo algorithms: the first is simplerto implementandto analyze,
but certaindistortive attackscan make watermarkextraction difficult; the secondis more comple, but underrealistic
assumptionyieldsgoad resistancéo all usualtypesof attacks.

Keywords Cryptogaphy stegarograghy, information hiding, compler security watermarkig, fingeprinting, software
copyrights.

1 Intr oduction

Software copyright and pater provide legd pratectionagainstintellectualproperty theft. However, the classificationof
softwarewith respecto thesdaws is vagle andwhetherthe reverseengineringanddeconpiling of softwareis legalis a
compex issue[4], andcanbearguedto be“fair” in somecaseswhile “malicious” in others[11]. Furthemore,evenwhen
possiblethe applicationof thesdaws is laboriaus.

Watermarkng is asteganaraphc techniqee thataimsat providing cryptogaphicdly secureoolsto aidin theapplica-
tion of copyright laws. This paperis corcernedvith codewatermaring, thatis, “AuthorshipMarks” (AM) and“Fingerprint
Marks” (FM) [15], aswe will discusdn Section3.1. Ideally, theremoval of anAM / FM shouldbe asdifficult asbreakng
areputedy hardcryptograghic problem.

In this paperwe will describeandanalyzeamethodfor watermarkng progams,in particula Java programsthatuses
opajuepredicatesimproving uponthosepresentd in two previous paperq9, 13]. For anefficiency tradedf, we achiere
anarguably cryptogragpically secureinsertionof an AM, which canbe easilyextencedto the oneof an FM. The security
of ourmethal will bediscussedh Sections.

2 Background

In 199, Collbeg and Thomborson[7], wrote that, “...apart from Grover [10] and a few recentUS patertts, very little
(pwblicly available)informationseemdo exist on software watermaking in which a copyright notice (AM) or customer
identification number (FM) is embedledinto aprogam”. In 20, Nagra,ThormborsonandCollberg [15], addeda nunber
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of pulicationsto the prodem[13], [18], [17], [16], and[20]. We have found thattwo morepapes neededo beaddel to
thislist [9] and[2].

Ourresultsimprove onthosepresentedn Mondenetal. [13], which describes techniqe thatusesa never-exeauted
dummy methal (of a class)appédedto a target Jasa sourceprogam,to enco@ an AM. This principle is improvedupon
by Collberg, ThomlorsonandLow [9], by guading the neverexecued call to the methal by an“opaque predcate” (this
notion will bediscussedn Section3.2), in orderto avoid themethodbeingeasilyeliminatedasdeadeode.

In our schemethis improved principleis further revisedby having theseopajuepredcatesevenfurtherexploited, as
to encoe thewhole AM / FM within them,with or without associatediever-execuedcallsto methals.

3 Problem Settings

In generd therole of anAM / FM insertionalgorithmis to inserta copyright noticewithin a progam, suchthatit is hard
to retrieve except for theprogammerandthatits presege canbe provento bedeliberataunderreasonale assumptios.

3.1 Definitions and Notation

Following thetermindogy setby Nagra,Thomborsm andCollberg [15, Sectiond], anAM is a watermarkthatembelsin
the software,informationidentifying its autha. In otherwords,anAM aimsat preventingan adwersaryfrom untightfully
claimingauthorsip of software. Singleor Multiple AM’ s may be embeded. On the otherhand,an FM “is a watermark
thatembelsinformationin the softwareidentifying the serialnumter or purchasenf thatsoftware”. Putdifferently, anFM
aimsattracking thechanml of distribution of a particularcopy of the software.

Using the notdion setin Section5 of the paperjust cited, we let O be a computer progam that is available for
manipulation in the current state,S = [0, ...], of a compuer system. Let w be a watermark and £ be a watermark
embelding fundion, then&£(0,w) — O, is an embedling of the watermak in O. As notedin the samepaper the
following propertiesshouldbe undestoodin a prokabilistic sense.

Corr ectnessof extraction. The correspondig watermak extractionfunction X’ hasthe property,
VO,w : X(0,)=w .

Soundnesof extraction. Theextraction fundion X alsohasthe propety of notallowing false-recgnitions,in thelarger
cortext of theprogramstate,S = [0, ...], whichmayalsoincludethe OS, the hardware, etc.,

VS w,w' #w + X(S,) Zw' .
Robustnessof embedding Additionally, we will require ourembedéhg proesse to berobust. An embedling processE
is rohustto atransformT” if andonly if it is legible afterT. And € is saidto belegibleafterT : O — O if
VO,w : X(T(E(O,w))) = X(E(O,w)) .

This is the mathenatical opposite of fraglity, which is ratherusedfor software watermark of the kind of Validity and
LicensingMarks, otherwiseknown astampe-proding.

3.2 Assumptions

Idedly, theremoval of an AM / FM shouldbe asdifficult asbreakirg a reputedly hardcryptogaphicprablem. For this
pumose we statean “opaqueconstrut assumption'asbeingcryptagraphcally hardto bre&. The definitionof anopagqie
predcateis borrowedfrom Collberg, Thomhorson,andLow [9, Sectior4.1].
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Tablel: Exampesof numlertheaeticaltrue opajuepredicaes
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Opaquepredicate A predcate P is opaaieatp if its outcaneis known at [watermaring] time. We write P.1" (P) if P

alwaysevaluatedo Fal se (Tr ue) ataprogampointp, ande? if P maysometimesvaluateto Tr ue andsometimego
Fal se.

Definition 1. Informally, a one-way (nontrivial) opagie predcate P is onethatis difficult for anadversaryto resole, i.e.
to find thetruth valuesolutionof.

Formally, let s bethe securityparaméer of P andthe succesgprobability (resoldion probability) of anadwersary A
for P be,forV € {T, F},
§(s) = Pr[A(P)) = V]

wherethe prabability is taken over the rancdbm bits of A. A one-way opaqe predi@ate is suchthat no efficient A can
computeV muchbetterthanby randomguessingGiventhats = | P|, the averag sizeof theavailableopaqe predicaes,
it is requred for all polynomialsR in s, thatd(s) < 1/2+ 1/R(s). !

Construction. The manufcturingof opaaqie predcatescanbe doneusingobjeds andaliasesaswell asconcureng [9,
Sectionb5]. Ontheotherhand they canalsobe construted usingelementarynumkber theoryfacts.Collberg [6, Lecturel3,
SectionH] lists mary examges, suchasthosegivenin Table1l. 2

Assumption 1. Most numtertheoetical opaaqie predcatesarecomplex. By compex, it is meantthatthe minimal nunber
of arithmeticoperatims requiredto resole themis large, so that the expecta resolvingtime of an adwersaryis supef
polynomial. In particular the predcatesof Tablel arecompex.

Assumption 2. Comple numbertheaeticalopaqe predi@tesareone-way:

3.3 Construction of afamily of opaquepredicates

Thebankof predcates{ P;}?_, is keptsecrein theway of asecrekey. However, if it is of restrictedsize,anadwersarycan
testto detectsomeP;’s thatareknown to be comnonly used.

To cownterthis, we would wantto disposeof a large setof opaqe predcates,andintuitively, setsof exponentialsize.
Onewayto achiere thisis by usingparametried predcates.Take for instancesomeof therulesfor finding squarerootsof
known quadatic residueg3, p. 206-207], wherep is a primenumbe of thegivenform.

1. Solutionsof y2 = a mod p = 4z + 3, arey = +a”**! andthe correspondig family of opaaqie predicatess
[a’”“]2 =amodyp .
2. Solutionsof y2 = a mod p = 8z + 5, arey = +[(4a)**! /2] andthe correspondirg family of opaqe predcatesis

[(40L)w"'1/2]2 =amodp .

Lntuitively, if the sizeandhene the numberof predicates increasesit is harde to resolhe ary particular one.
Note thatthe valuesof the variablesz andy shouldbe determhableat run-timeonly.
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A family of opaquepredicatess paramé&ized by a prime p of the givenform. This parametecanbe geneatedby
picking randan valuesof x andthentestingif theresultingp is prime,or moresimply by tablelookup.

Themembes of theresultingfamily of predcatesarethentreatedasthe predicategivenasexampgesin Tablel. The
value of thevariablea shoud bedeteminableat runtime only. Individual predcatesshodd behardto resohein thesense
thatthey satisfyAssumptionl.

4  Solution and Implementations

Thegoalis to encalethebits of anAM / FM w into oneway predcates,suchastheoneslistedin Tablel.

In this section,two algolithms arepresented The first, presentedn Section4.1,is simplet but is not secureaganst
sometypesof attacksasit will be madeclearin Section5. The secondalgorithm presentedn Section4.2, hasimproved
securityatthe costof beirng lessnatura, thoud it still requresonly realisticassumptios.

4.1 Algorithm 1: Basiclnsertion, with Opaque PredicatesOnly

Value of w. In the casethatthe Mark w is an AM, the algorithminsertsit asa public pieceof information,suchasthose
from ary known zeroknowledgeprod, e.g.factoring[19, Chapterl3]. Theprods themselesareusedvhenthesounchess
of therecognition partof thealgolithm needdo be proven,asdetailedin Section5.3.

In the casethatthe Mark w is an FM, the insertedpuldic information need to vary with eachuseror distribution
chamel. More detailswill begivenin therecogition partof thealgoiithm below.

Encoding of w. In bothcaseglescribedabore, the bits of w areencaledin theinformationcontainedn the predicats, for
instancejn their constant®or in their rankwithin the predicatesark. In ary case et the numker of bits encalablewith
predcate P; bedenotedas N (F;).

Moreover, the informationcontaired within P; shall not only containa nunber of bits from w, but alsotheir index
within w. Thisis to avoid having to recuperatethe piecesof w in apreciseorder which mayor may not be preseredafter
anadwersaryhasappliedtransfamatiors to the MarkedprogamO ,,. Indeed anadwersarymaoving predicatesrourd in the
programflow gragh canrot distortw, sinceeachof its & piecesvould remenferits own order in w.

Then if the Mark bit length|w| addedto the nunber of bits in theindexing equals, the encodig algorithmshould

selectk predcates{P;, }%_,, from the bank{P;}7,, suchthat Ele N(P;;) = I. Overall, it is sufficient to selectk
predcatessuchthat,

k
w| < Y N(P,) - klogy k

Insertion of w. Selectk randan brarching progam points{p]}’“_1 For apredcatePV,, if V =T, theneitherappend

/\PT to the brarching condtion. Otherwiseif V' = F', thenappenl VPF to the brarchlng condtion. Clearly, doingso
would notchang thefinal valueof thebrandiing condtion.

Notethattheresultsof contiol flow analysisarenotaffected sincetheprogmamO , execdesandin particdar, brancltes
in exactly the sameway astheoriginal O. More detailswill begivenin Section5.1

Recogition of w. In the casethatthe Mark w is anAM, therecogiition consistsn extractingbackall opaaie predcates
from T'(O,,), for a transfomationT’, or moregenerallya compaition of mary 7’s. In otherwords,given { P;, };?:1 and
likely T"s with correspadinginversesT' ~!'s, therecogiizer shavs the probablepresencef theseP;;’s.

In thecasethattheMark w is anFM, we mayneedto decideonthe equalityof two elementgrom the setof possiblew.
Thealgebaic techniqie of fingeprinting (this termis usedin arelated but secondsenseo the oneof the FM’s) provides
anefficientway of doing this [14, Chapter7].
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4.2 Algorithm 2: with Opaque Predicatesand Dummy Methods

Algorithm 2 usesthe sameideasasAlgorithm 1, with theadditionthata dummymethodm ; is associatedo eachof the k
insertedoredicats P;; .

Addition for the insertion of w. The P;;’s areinsertedn the sameprogam pointsasfor Algorithm 1, but the evaluation
of P;; itself is donewithin addeddumny metha m ;.

Addition for the recognifon of w. The extractionof w consistsin collectingthe m ;'s. The difficulty hereis thata
transfomationZ” on O,, mayrenderthem ;’s unrecognizale, in particularT’ mayrenamethem ;'s. In fact, it is amethods
signatuie ratherthanits namethatis to be recogquized,andthis signatureconsistin anarrang@mentof the Jasa basictypes
thatareto be qualifying the paranetersof themethal. Thiswill bediscussedn morelengthin Section5.1.

5 Properties

The threatmodé thatwill be treatedis only concered with automaticadwersaries,not humanones. This allows usto
discusourschemawith respecto thetheoryof algorithirs, withoutbeingconceredabou the easghatsomehumasmay
have in resohing numter theoetic predcatessuchasthe onesof Tablel.

Thepossibleattacksareadditive, subtrative, anddistortive [8]. In anadditive attack,the adwersarytriesto overwrite
w by addng its own AM / FM w’. In asubtractve attack,theadwersarytriesto erasev, while of course,not modfying the
executionof O,,. In adistortive attack the adwersaryattemptg¢o make w illegible by scramblingt.

If noadwersarialtransfamationhasbeenapgied to O, correctnesandsounchessaretrivially obtainel. Underadwer
sarialtransfornations,a schemes propertiesof robustnesspercepibility, andfidelity mustbe consicred,alongwith the
differenttypesof attacks.Rolustnessneasurefiow muchcompuationandtime anadwersaryis forcedto spendn remov-
ing w without damagng the original source.Perceptibilitymeasure$iow difficult is it to find w in O ,, andfidelity, how
muchdeterigationthe embedling of w doesto theorigind O. Subtractve anddistortive attacksalsoattemptat disturking
thecorrectnes®of therecogition, while additive attackgtargetit soundress[15, Section6].

A noteconcering fidelity: sinceO,, execuesin exactly the sameway asthe original O, thefidelity yieldedby both
algoithmsis perfect. Thiswasdiscussedn Sectiond andwill beelabordaedonin 5.1.

5.1 Quality

Thetwo algorittmspresentd in Section4 arearguably cryptagraphically secure Termsusedin this sectioncorrespad to
theonesdefinedin Section3.

Corr ectness.Rolustnesss first consideed. In the caseof Algorithm 1, we rely on Assumptims 1 and?2 to establishthat
the usedopajue predcatescould not be resolhed. This meansthat the “essence’of thesepredcatesmustbe contaned
within T(0,,) for ary feasiblecompsition of transfamatiors T'. Theefficiengy of the problem of finding the apprgriate
inversetransfamatiors in order to extractthe correctw will beelaboratedipan in Section5.2.

In the caseof Algorithm 2, therobustressreliesrathe onthedifficulty of changng the signatue of dumny method.
To male this difficult for theadversay, anobject-gientedprogramning trick is used:methalsthathave typeswhich could
beeasilycastedor “translated’moreexplicitly) into othertypes shouldbe overloaced with othermethalswhich have just
theselasttypes. If anadwersarytriesto modify the typesof the first method to the ones of the secondthe phenomermn
of overriding would occur causingthe progam to potertially behae erraneously Therdore, an adwersarywould avoid
charging asignaturdn thisway.

We next corsiderpercepibility. Ourthreatmodelonly includesautomaticadwersarieswhosemaintool of watermark
detectim is contwol flow analysis.As menticmedin Sectiond, for bothalgorithns, the programO , executesandbrancles
in exadly the sameway astheoriginal O, sincethe additionof anopaaqie predicde doesnot chang thetruth valueof the

IntemationalConfaenceon Electroric Commece Researclfl CECR-5)



A Methodfor Watermarkig Jasa Programs via OpaquePredicates 6

effedive branding condition Thelefore,the contiol flow analysisof O , yields exadly the sameresultsasthe oneof O.
Moreover, the predcatesareinsertedn randam brarchingpoints.In thislimited sensew is impercepible.

A subtractve attackis difficult becausé is difficult to detectwherew is, soit is difficult to removeit, asaconseqance
of thelow pereptibility of ourw. Thereis asmallprobaility thatanadwersarycandetectandremove partsof w, soit may
be usefulto introduce someredundang in it, for instancepy usingerra-correctingcodes assuggestedy Andersonand
Petitcolaq1].

SoundnessAn additive attackis just asdifficult asa subtractve one,sinceit too mustfind exactly wherew is, or atleast
partsof it, in order to ovemrite it. However, anothe Mark w' could be addedto O, which would malke it difficult to
establishwhich onewasembedédfirst. This canbe counteedwith a public notay registrationsystem.

Distortive attacksarethe onesto bethe mostconcenedwith. For Algorithm 1, if the predcatesaresoscrambledhat
they becone infeasibleto extrad, the attackis successfulThis is the main prodem with the algorithm: the adversarycan
malke therecogiition of w difficult. For Algorithm 2, distortive attacksarepracticallynotanissue jn asmuchasoverriding
pratectsthedumny methals. However, limits to this pratectionwerenotedandrecogition beyond thesdimits would more
soresemblehe oneof Algorithm 1.

5.2 Efficiency

Embedding. It is easyto seefrom Sectiord thattheembedthg of anw is cheap Howeverits prepaationtakessomeeffort
onthepartof the progammer onemustfind a bankof atleastk opaagie predcatesthatareasoriginal aspossible sothat
they arenotknown to the adversary Also, they shouldbe suchthatthey areaslikely aspossibleto satisfy Assumptias 1
and2.

Recogition. As mentiedin Section5.1, therecoqition of w is trickier, in particdar for Algorithm 1. In orderto extract
vely distortedpredcatesfrom 7'(0,,), the recogizer hasto try opeaationsfrom a setof likely inversesT —! on suspected
distortedpredicates.It seemghatthe resultsfrom automatictheoremproving may be illuminating in the quantization of
theefficiengy of recogiition.

Neverthelessfrom Assumptior?, it is infeasibleto resole our predicatesThisimpliesthattheessencef a predicae
canrot belost, sothatby expectingto find oneof k predicdes, it is possibleto resole a distortedpredcateto its original
form.

Furthemore,a watermarkng schemes priority shouldbe to embal a high quality watermark,andin the eventthat
cock piragy is suspectedargerthanusualefforts canbe degoyedin orderto demorstrateit.

Run-time. Theincreasdn runring time of O into the oneof O, is linearin the size k¥ of the watermak, sinceit is the
numberof predcates,of abounddlength,thatis insertedn theprogram.

5.3 Zero-knowledgeproof of ownership

Whenpiragy is detectedthe ownerof O, needgo prove thatw wasdeliberatelyinsertedin O, andby no oneelse. After
the proof, theowneralsoneedghewatermarkng processto remainunkmown to otherparties.

Thisis naturdly anddirectly achievedby zeroknowledge proofs, wherea secrets shavn to be knowvn by the prover
to a verifier, while never revealingthe secretitself. Many examges aredetailedin a bodk by Stinson[19, Chapterl3]. In
particdar, CamenisctandMichels[5] describediow to useaw thatis theproductof two safeprimes.

6 Conclusionand Futur e Dir ections

We have presentedwo AM/FM insertionandrecogrition algaithms,aswell astheir strengtheandweaknases Algorithm
1 is simple, but under someattacksyields a less efficient recogition, while Algorithm 2 is more robust, but requies
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slightly more complex insertion andrequilesthe someavhat lesselegant objectorientedprogammingtrick of overdoading
to maintainits robustness.The analysis of the efficiency of Algorithm 1 couldbeimprovedby consideing known results
from autonatic theoren proving.

Moreover, the key generatio asexplainedin Section3.3 mustbeimprovedin order not to necessitatbumaninter
vertion. In othe words,a more gereral methodthanone gereratingonly a few familiesof opaqie predcatesshouldbe
developed

However, it hasbeenproventhat watermaking is in geneal impossibleto achiese, exceptfor restrictedcomplexity
classeq?2, Section8, Section9]. It would be interestingto determire how to usethis impossibility resultto breakour
schemdor aproglambelagingto acompleity classthatwasshovn to be problematic.
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